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About this guide

Every employer faces the risk that something 
will go badly wrong in their organisation.  
The first people to know of any wrongdoing, 

risk or danger arising are usually those who work in 
an organisation. Yet while workers are best placed 
to speak up before the damage is done – they often 
fear they have the most to lose if they do. 

Effective whistleblowing arrangements are vital to 
demonstrate to staff, management, stakeholders 
as well as regulators and customers that your 
organisation has measures in place to prevent and 
respond to risk, malpractice and wrongdoing. 

This guide explains what whistleblowing is and 
why it so important. It will give your organisation an 
overview of the UK’s whistleblowing law, the Public 
Interest Disclosure Act (PIDA). And importantly, it 
offers practical information on how to introduce and 
maintain a strong whistleblowing culture. 

To complement this guide you will also receive a 
model whistleblowing policy and other materials 
to help you achieve best practice in your 
whistleblowing arrangements.

Protect, the UK’s leading experts in whistleblowing, has
produced this guide to help your organisation create, implement, and regularly  
review your whistleblowing arrangements.
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Whistleblowing as a risk management 
tool developed in response to a number 
of high profile cases involving tragic 

accidents and public scandals in the late 1980s 
and early 1990s. Investigations into these incidents 
revealed staff were the first to notice and be worried 
about a problem. In some cases they were too 
frightened to speak up, others did not know who to 
approach or concerns were raised with the wrong 
person and it was unclear what to do next. 

Today, scandals, disasters and tragic accidents  
are still all too common and Protect continues 
its work offering support to individuals and 
organisations across all sectors to make 
whistleblowing work effectively.  

What is whistleblowing?
Whistleblowing is where a worker raises a concern about wrongdoing, risk, or 
malpractice with someone in authority either internally or externally.  
That risk could threaten customers, colleagues, shareholders, the public, or the 
organisation’s own reputation.
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Reap the benefits
Getting whistleblowing right will help save you time, money and resources. It deters 
wrongdoing and raises the bar on standards and quality. Getting it right reaps benefits 
beyond simply detecting malpractice or being a necessary regulatory measure.
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Effective whistleblowing arrangements 
instil trust and confidence and give staff 
the assurance they need to tell you 

about wrongdoing. A responsible attitude to 
whistleblowing helps you to promote a healthy 
workplace culture built on openness and 
accountability. Encouraging staff to raise any 
concern they may have about risk, malpractice or 
wrongdoing as early as possible, and responding 
appropriately are integral to achieving this. 

But a policy is worth little if it is not updated 
regularly and actively promoted, or worse,  
is contradicted by the experience of staff  
on the ground. 

Experience shows that where whistleblowing  
is is effective, organisations are viewed by staff  
as better employers and service providers and  
can demonstrate to stakeholders and regulators 
that they are well governed and take risk 
management seriously. 
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A step-by-step guide to achieving best practice  
whistleblowing arrangements.

Step-by-step 
guide
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Appoint an appropriate senior manager to 
take responsibility for implementing the 
whistleblowing arrangements and a non- 

executive director to have overall responsibility for 
them (sometimes referred to as the Whistleblowing 
Champion or Guardian).  

Convene a board, senior management team, 
or governance committee meeting to discuss 
existing and intended arrangements, consider key 
messages, risks and opportunities. 

Establishing robust whistleblowing arrangements 
is not expensive. However, to ensure they run 
smoothly it is helpful to consider and budget  
for the costs of training and promotion, 
investigating concerns, as well as periodic review 
for effectiveness.  

Step 1: 
Leadership
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Leadership is vital. It is essential senior management and Board members make it 
clear they are committed to encouraging staff to raise concerns and will not tolerate 
repercussions against staff for speaking up.



Use the model whistleblowing policy provided 
and the checklist opposite as a starting 
point, and/or to sense-check your existing 

arrangements.
 
Some organisations prefer to call their policy 
‘Speak Up’ or ‘Raising Concerns’ rather than the 
‘whistleblowing’ policy.  
Arrange discussions with staff to gauge opinions 
and how helpful they think the policy would be 
should they face a dilemma about how or whether 
to raise their concern.  

Your arrangements should include written 
procedures covering the raising and handling of 
concerns, training for managers and staff, and 
procedures for identifying how and when concerns 
should be escalated and recorded.   

They should also identify a person with overall 
responsibility for effective implementation of the 
arrangements and the conduct of periodic audits 
on the effectiveness of the arrangements.

Ensure investigations follow clear processes  
and professional principles.  

Step 2:
Your policy 
Consulting with staff, managers and any recognised unions will provide you with an 
opportunity to think through policy messages, any issues arising, and the language 
of the policy. 
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Questions to consider:  

• Who are the designated contacts in the 
policy? Are they accessible and have they 
been trained? 

• Does the policy make it clear how staff can 
bypass line management?

• Are there assurances on the protection of 
confidentiality and is the difference between 
confidentiality and anonymity explained?

• Is it clear that those who use the 
arrangements are protected from 
victimisation and reprisal?

• Is it clear how and when a member of staff 
can approach an appropriate external body?

• Is the tone and messaging of the 
policy clear and consistent throughout all 
materials?

• Does the policy make it clear that members 
of staff may contact Protect at any stage 
for free confidential advice if they are unsure 
how to raise a concern?

• Do you have an investigations process that 
follows professional principles?  When might 
you seek external assistance with this?

• What can you say to contractors?



Step 3: Briefing and 
training managers
Many whistleblowing concerns will be raised openly with line managers as part of normal 
day-to-day practice, and good whistleblowing arrangements should do nothing to 
undermine this. It is important that this is made clear to all staff including managers.  

All managers and designated contacts should be briefed on:
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• The value and importance of effective 
whistleblowing arrangements and how  
these operate within the organisation’s 
reporting culture. 

• Information about the arrangements and 
the structure of responsibilities assigned to 
different designated contacts. 

• The importance of multiple channels for 
blowing the whistle including external and 
advice options.

• When and how to escalate serious 
concerns.

• How to record and investigate concerns 
received.

• How to protect staff who raise a genuine 
concern and where they can get help or refer 
a concern.

• How to assist and communicate with those 
raising a concern.

• How to manage and maintain 
confidentiality and how to deal with 
anonymous concerns.

• How to handle reprisals.

• Their role in relation to investigations in line 
with any investigation procedures. 

• The importance of feedback.

Protect can deliver in-house training 
packages tailored to your organisation’s 
needs if required.



•  Dedicated Chief Executive communication  
 by email or intranet. 

•  Poster or flyer, or screensaver. 

•  Staff newsletter or intranet stories.

•  Regular team briefings and new  
 joiner inductions. 

•  Reminders on payslips. 

•  Annual report.  

•  Away day workshop sessions. 

•  Staff surveys. 

Remember to be sensitive to different types of 
workers e.g. remote or shift workers and those 
without regular computer access. Once your 
managers are trained they should also engage with 
promoting the policy amongst staff.  

Step 4: Effective 
Communications
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Make sure staff know about the arrangements. This can be done through 
a number of ways:

The whistleblowing arrangements should be communicated to staff via a variety of different media. 
Dedicated materials should be developed to advertise the arrangements across the organisation in 
order to reach different staff groups, cultures and (where appropriate) jurisdictions.  

This might include examples of positive outcomes either from organisational experience or adapted 
from others to show the benefits of raising concerns early and effectively. Types of media could include 
senior leadership communications, staff circulars, presentations, training, posters, other related policies 
(fraud. bribery etc..) and induction processes. Managers should embed training messages about the 
arrangements into team briefings so that staff are aware managers encourage concerns to be raised. 



Step 5: Audit and 
review

• Collect data on the number and types of 
concerns raised. 

• Consider substantiation rates and 
seriousness of the matters raised – track for 
trend analysis.

• Ensure action is taken over concerns 
raised, appropriate investigation and follow-
up actions are completed.

• Arrange regular feedback sessions with 
designated contacts/key line managers.

• Is there evidence of constructive and 
timely feedback for those who have raised 
a concern? Are whistleblowers asked about 
their experience once a case is closed?

• Have there been any difficulties with 
confidentiality?

• Have any issues come to the Board’s 
attention that might indicate that a staff 
member has not been fairly treated as a 
result of raising a concern?

• Look at adverse incidents/incident 
management systems or regulatory 
intervention – compare and correlate data. 

• Could the issues have been picked up or 
resolved earlier, if so, why weren’t they?

• Find out what is happening on the 
ground – include a question about 
awareness/trust of arrangements in 
staff surveys. Feed outcomes into  
communications activity.

• Refresh whistleblowing arrangements 
periodically and plan regular 
communications activity.

• Check that all promotional material is 
readily available and up to date.

• Consider other sources of information for 
example, exit interviews and PIDA or other 
legal claims.

• Consider seeking the views of any 
unions, as staff might have commented on 
the whistleblowing arrangements or sought 
their assistance in raising or pursuing a 
whistleblowing concern.

• Think about the good news – success 
stories encourage and reassure everybody.

• Consider public reporting of the audit/
review process.
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A well-run organisation will regularly review whistleblowing arrangements to make 
sure they work effectively and staff have confidence in them. Monitoring the 
arrangements using this guide will help the Board demonstrate to regulators and all 
stakeholders that their arrangements are working.



Case studies
Please find on the following pages a selection  
of case studies from our files. 

We have included a key question at the point the 
individuals contacted us for advice. 

The case studies can be used as part of training you do 
with managers and staff.
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Waste not, want not

Action:   
Ask staff and managers what they think Adrian 
should do.   

Adrian rings Protect. He has no idea if his 
company has a whistleblowing policy and 
does not want to ask for fear of attracting 

attention to himself. He describes the atmosphere 
at the site as intimidating and the managers as 
bullies. Protect agrees with Adrian that the matter 
warrants further investigation and runs through 
some of his options.  

He can a) identify someone in his own company to 
discuss the matter with in confidence (the head of 
internal audit or the chief executive for example) or 
b) contact the victim of the apparent fraud.  
Too worried about how his own company will 
deal with the matter, Adrian decides to contact 
the paper mill. After initially suspecting Adrian is 
representing a security company seeking new 
business, the paper mill soon realised that their 
procedures left them open to such a fraud.

Within a couple of weeks, the company caught 
two of its staff engaged in the scam red-handed. 
However they were unable to identify the size 
of the fraud or how long it had gone on. Having 
been reassured that his confidentiality would be 
respected as long as legally possible, Adrian agreed 
to speak with the investigators. He was able to 
show them how the fraud had been concealed in 
the paperwork. With this information, the company 
realised that the fraud had cost it some £3 million. 
The police were called in and arrests were made.

 Case Study 1
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Adrian works at a local site of a major waste disposal firm. He is concerned that colleagues are 
defrauding a local paper mill. Adrian suspects that some employees of the mill are being paid to 
steal top grade paper and conceal it amongst waste paper in skips that are collected daily by a 

waste paper company. When the waste is delivered to Adrian’s firm, the top grade is sold on for cash, at 
a fraction of the market cost. Adrian is worried about raising his concern and identifying himself as the 
source of the tip off. If he is right, the perpetrators are influential in his firm and have good contacts with  
the local police.
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Mary worked for a subcontractor for a parking enforcement agency and said tickets were being sent 
out by the computer incorrectly with the wrong fine attached. Mary said her manager had told 
staff to enforce the tickets unless someone complained and that she had been ‘told off’ for being 

too helpful to members of the public about ways to appeal. Mary said she had raised this with the agency 
directly but had been ignored. She admitted she did not get on well with her manager because she was 
‘too vocal.’ She said staff had been sacked recently for no reason and now wanted to go to the papers.   

The wrong ticket

  Action:
Ask staff and managers what they think Mary 
should do.   

We advised that going to the press was 
an option but not necessarily the easiest 
for her or for addressing the problem. 

As Mary had not talked to anyone senior at the 
agency, we suggested she might try this route first. 
She said she wanted to leave and found it helpful to 
talk through her options with us. Mary called back 
to say she had raised the issue at a higher level and 
that a memo had been sent to all staff to ensure 
that individuals who had received the wrong ticket 
were told how to appeal. Mary was pleased and 
thought this was because she had raised it with 
the agency. Mary said she was in the process of 
working her notice.

 Case Study 2
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Clinical trials

Action:   
Ask staff and managers what they think George 
should do.   

George is a consultant doctor at a large teaching hospital.  He said he and colleagues were  
worried about another consultant doctor, Helen, who was taking excessive liver samples from 
patients during a clinical trial. Helen was going outside the terms approved by the hospital ethics  

committee and taking larger samples for an unapproved purpose. Though the hospital was in the  
process of investigating the matter and Helen was on gardening leave, George wanted to inform the 
Human Tissue Authority. 

We suggested George wait for the 
outcome of the investigation as it was 
clear the Trust was taking the matter 

seriously. Helen was not working at the moment 
so the practice had stopped. George agreed 
this seemed sensible and that once he knew the 
outcome he would ring back to discuss whether 
going to the regulator was necessary.

 Case Study 3
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Private dilemma

Action:   
Ask staff and managers what they think Jane 
should do. 
  

Jane works as a medical secretary in an NHS trust and told her employer that the vast majority of a 
colleague’s work was for a consultant’s private practice rather than the NHS work she was paid to 
do. Jane was then asked to attend an interview, as part of an overall investigation, to discuss the 

colleague’s working practices and Jane was now worried her colleague was going to find out she was the 
one who blew the whistle. 

We advised Jane to stay calm. The 
hospital was clearly taking the matter 
seriously and wanted to investigate it. We 

reminded Jane that it would be odd if all staff were 
interviewed and Jane wasn’t. If Jane was really 
worried about her own position, we suggested that 
she explain this to the manager with whom she 
first raised the matter and seek some reassurance. 
Jane thanked us for the advice.

 Case Study 4
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Practical tips for 
managers
Handling whistleblowing
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As a manager, it is important to lead by example. Be clear to your staff what sort of 
behaviour is unacceptable and practice what you preach.

10 top tips for 
handling a concern

 1 Thank the staff member for telling you - even if the concern is mistaken. 

 2 If you find wrongdoing or a potential risk or danger, take it seriously and deal with  
 it immediately. 

 3 Take on board staff concerns or worries about their own position and career. 

 4 Respect promises of confidentiality. 

 5 Remember there are two sides to every story. 

 6 Record keeping –  keep a record of any serious concern raised, anonymising these  
 were necessary. 

 7 Determine whether there are grounds for concern and investigate if necessary as soon  
 as possible. If the concern is potentially very serious or wide-reaching consider who   
 should handle the investigation and know when to ask for help. 

 8 Consider reporting to your Board and/or an appropriate regulator the outcome of  
 any genuine concern where malpractice or a serious safety risk was identified and   
 addressed. 

 9 Feedback any outcome or action you propose to the whistleblower but be careful if  
 this could undermine any rights or duties of other individuals, for example any 
 disciplinary matters you may need to take with other individuals. 

10 Remember you may have to explain how you have handled the concern. 



What’s the difference between a grievance 
and a whistleblowing concern?

Generally speaking, a whistleblowing 
concern is about a risk, malpractice or  
wrongdoing which affects others. It could 

be something which affects clients,  
the public, other staff or the organisation. 
A grievance, on the other hand, is a personal 
complaint about an individual’s own  employment 
situation. For example, a staff member may feel 
aggrieved if they think a management decision has 
affected them unfairly or that they are not being 
treated properly.  

Open, confidential, anonymous?  

Usually, the best way to raise a concern 
is to do so openly. Openness makes it 
easier for the organisation to assess the 

issue, work out how to investigate the matter, 
get more information, understand any hidden 
agenda, and avoid witch hunts. A worker raises 
a concern confidentially if they give their name on 
the condition that it is not revealed without their 
consent. It is important that this is given as an 
option to anyone raising a concern and that when 
it is promised, it is adhered to. A worker raises a 
concern anonymously if they do not give their name 
at all. If this happens, it is best for the organisation 
to assess the anonymous information as best it 
can to establish whether there is substance to the 
concern and whether it can be addressed.  
Clearly if the organisation does not know who 
provided the information it is not possible to 
reassure or protect them.  

What if the whistleblower has 
an agenda?  

There may be occasions when you are  
worried that someone has raised a concern 
with an ulterior motive or, more rarely, 

maliciously. The starting point for any organisation 
is to look at the concern and examine whether 
there is any substance to it. Most policies make 
it clear the organisation cannot give the same 
assurances and safeguards included in the policy 
to someone who maliciously raises a concern that 
they also know to be untrue. Such situations should 
be handled carefully. 

Tricky Issues
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What is the Public Interest Disclosure Act?

PIDA is a piece of employment legislation which 
makes it unlawful for an employer to dismiss or 
victimise a worker for having made a ‘protected 

disclosure’ of information. This means that if you raise 
a whistleblowing concern about wrongdoing, risk or 
malpractice, and experience any form of reprisal or 
mistreatment as a result, you may have the right to go to 
employment tribunal to claim compensation. This right 
applies if you are dismissed from your job, feel forced 
to resign due to mistreatment, or if you continue in your 
employment but are victimised or treated badly by your 
colleagues and/or management because you have raised 
a whistleblowing concern.

When might the law be relevant?

It is important to understand that in most cases the law 
should be a last resort. It only really becomes relevant if 
you are mistreated as a direct result of speaking up. 
The protection provided by the Act is not subject to any 
qualifying period of employment and so is referred to as 
a ‘day one’ right in employment law. By contrast under 
ordinary unfair dismissal legal protection, there is a two 
year qualifying period (meaning those rights are not 
enforceable until after you have worked for an employer 
for two years). 

How Does it Work?

A disclosure will not ‘qualify’ for protection unless, in 
the reasonable belief of the worker, the information 
is in the public interest and tends to show one or 
more of a number of listed types of malpractice. The 
qualifying disclosure will not be protected if by making 
the disclosure the worker commits an offence such as 
breaching the Official Secrets Act or misconduct in  
public office.

The Law

There are 3 main types of disclosure:

Disclosure to an employer: Disclosure of information 
by a worker will be protected if the worker makes a 
qualifying disclosure to the employer.

Disclosure to a regulator/MP: Disclosure of 
information by a worker will also be protected if the 
worker makes a disclosure to a regulator (the Act uses 
the term ‘prescribed person’), reasonably believing that 
the information and any allegation contained within it 
are substantially true. Examples of regulators include 
the Health and Safety Executive, the Financial Conduct 
Authority and the Care Quality Commission. There is 
a full list of relevant regulators which can be found at 
https://www.gov.uk/government/publications/blowing-
the-whistle-list-of-prescribed-people-and-bodies--2/
whistleblowing-list-of-prescribed-people-and-bodies.  
It is wise to seek independent advice before  
making an external disclosure.

Disclosure to the wider public: Disclosure under 
this section covers situations where an individual 
may approach the media (including social media), a 
campaigning organisation, or the police. In order to 
be protected an individual must satisfy a number of 
detailed and complex conditions. These conditions 
include a requirement that the worker does not make 
the disclosure for purposes of personal gain and a 
requirement that it is reasonable to make the disclosure 
in the circumstances. It is wise to seek independent 
advice before making an external disclosure.

Gagging/confidentiality Agreements  

The Act also makes it clear that any clause in a contract 
that purports to gag an individual from raising a concern 
that would have been protected under the Act is void.

The Public Interest Disclosure Act (PIDA) protects the public by providing a remedy for 
individuals who suffer workplace reprisal for raising a genuine concern, whether it be a 
risk to the public, financial malpractice, or other wrongdoing. The Act’s tiered disclosure 
regime encourages internal disclosures as a first step.  We have developed the wording 
below to help you to explain how the legislation works for your staff.

https://www.gov.uk/government/publications/blowing-the-whistle-list-of-prescribed-people-and-bodies--2/whistleblowing-list-of-prescribed-people-and-bodies.
https://www.gov.uk/government/publications/blowing-the-whistle-list-of-prescribed-people-and-bodies--2/whistleblowing-list-of-prescribed-people-and-bodies.
https://www.gov.uk/government/publications/blowing-the-whistle-list-of-prescribed-people-and-bodies--2/whistleblowing-list-of-prescribed-people-and-bodies.
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As some of you may be nervous about raising such matters, here are 
some tips:

•  Raise it when it’s a concern – we won’t ask you to prove it;
• Keep it in perspective – there may be an innocent explanation;
• It will help us if you can say how you think things can be put right;
• Stay calm – you’re doing the right thing; and
• If for whatever reason you are worried about raising it with your manager,  
 please follow the steps overleaf/below.

How to raise a concern about serious malpractice or wrongdoing:

1 We hope that you will feel able to tell your line manager.
2 If for whatever reason you are uneasy about this or your manager’s   
 response doesn’t seem right, you should contact: [add contacts from   
 policy, including your local trade union representatives]. 
3 If you want to talk to them in confidence, just say so. If you prefer to put  
 it in writing, that’s fine but please tell them who you are.
4 If you want confidential advice first, you can call the independent  
 whistleblowing charity Protect on 020 3117 2520.    
You may also consider talking to your local trade union representative  
 (if appropriate).

If you are worried that something wrong or dangerous is 
happening at work, please don’t keep it to yourself.  
 
Unless you tell us about any concern you may have about a 
fraud, safety risks, or other wrongdoing the chances are we 
won’t find out until its too late.

Quick reference guide

whistleblowing: How-to-guide
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To:To:

Subject:Subject:

Message:Message:

Dear colleague/name  

(Organisation name) is committed to dealing responsibly, openly and professionally with any genuine 
concern you may have about wrongdoing, malpractice or a safety risk in the workplace affecting you, 
colleagues, stakeholders or (organisation name) itself.  

We cannot do this without your help. The simple fact is that in many cases you or another member of staff 
may suspect something is going wrong long before we (the Board/Executive) find out about it. The 
sooner we know, the better we are able to prevent an accident or serious damage.  

If something at work is troubling you please tell us. While we hope you will feel able to raise such a matter 
with your line manager, we recognise that you may prefer another contact point, or would welcome the 
chance to discuss your concern with someone in confidence first.  

For this reason we have (introduced/ revised) our whistleblowing policy, a copy of which is attached (or is 
summarised in the enclosed pocket guide). The policy has been drawn up in consultation with staff and 
the independent whistleblowing charity, Protect. It commits us to ensuring that you will suffer no 
recrimination or victimisation as a result of raising a genuine concern about malpractice. This is true even 
if your concern later proves to be wrong or unfounded. If you wish to raise a concern in confidence, the 
policy explains how you can do this.  

I do ask you to take a few minutes to read the policy (which, if not attached, is available from...). If you are 
unclear about any aspect of it, please feel free to speak with one of the people listed in it (or with me).   

Yours sincerely,   

 Chair [insert contact details] Chair [insert contact details]

SEND

essionally with any genuine 
he workplace affecting you, 

Draft email to staff
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•  How aware are you of the whistleblowing arrangements?   

•  Have you had a concern about malpractice in the past three years?

•  If so, did you raise the concern? If not, why not?   

•  If you have raised a concern what was your experience?   

•  If you had a concern but did not feel able to raise it, what steps  

 could we have take to give you the confidence to report your concern?   

•  How likely are you to raise a whistleblowing concern with your organisation?    

•  How confident are you there will be no negative repercussions for  

 raising a concern?    

•  How confident are you a concern will be addressed properly  

 by your organisation?  

Sample survey questions
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Key elements for Managers 
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